e rPure

Archiware Pure

User Manual
software version 3.0



Content

e (=1 = o7 T 3
1.1 ADOUL ThiS MaANUAL.......... et e e e e e et e e e een e eeeees 3
1.2 Who Should Read This DOCUMENT?.........ccooiiieie e 3
1.3 Software DESCHIPLON.........ooo i e e e e e e aaaas 4
1.4 SOfWAIE LICENSING.....c oottt e e e e e e e e e e e e e e s e eeeeaaaaaeeaeas 5
1.5 REGISITAtION... ..o e e e e e e aaaaaaaan 6
1.6 TECHNICAl SUPPOK. ... .o e e e e e e e e e e e e e e e et e e e e et e e e e eaaeaeeees 7

2 INSTAIIALION. ... .o e e e e et — e e e aaaaa e e et e aearaaaaas 8
2.2 SYStEM REQUIFEIMENTS. ....ouiiiiiiiiiiei e e e e e e e e e e e e et e e e e e e e e eaaaeeeeeeeessaas 9
2.3 Deploying the Virtual APPlIANCE...........uuuiiiiiiiiiiiiiie e 10
2.4 Deploying a Standalone AppliCation..............oooiiiiiiiiiicccc e 17
2.5 Deploying an Integrated NAS AppliCatioN............cooviiiiiiiiiiiii e 18

3 Accessing the Archiware Pure Web GUI.............oooiiimiicce e 27
3.1 Initial SEtUP WIZArd........coooiie e aa e 28

4 Backing Up Virtual MacChinesS..........ouuiuieiiiii e e 33
4.1 AULOMALIC BACKUPS.....oieeeeeiiiiiiieee e e e e e e e e e e e e e e e et ea et e e e eaan e e e ean e eeenens 34
B2 VI Y .ot e e e e e e e e e e e e e e e e e —————————aaaaaaaaaaaaaaas 35
4.3 Manual Backup @nd VErify............e e 36

5 Archiware Pure WD GUIL........oouiiiiiiiiii et e e e e e et e e e eeaa s 37
5.1 Virtual Machings VIEW........ccooi i e e e e e e e e e e e eee e eeees 38
STV V=Y o o o TP PPPPPPUPPRN 45
IR I o] o X @70 o1 o U =1 1T o TSP 46
5.4 SYSEM SEHINGS. ... ..ttt 52

Document revision 01/21, Pure 3.0.0

Archiware Pure User Manual 2/54



E

1 Preface

1.1 About This Manual

This document describes the installation and configuration procedures for Archiware Pure. You will
also find examples and case studies for installing, managing and employing Archiware Pure in a
typical production environment.

1.2 Who Should Read This Document?

The information contained in this manual is intended for system administrators who will install and
maintain Archiware Pure as well as for users who will employ Archiware Pure as a data protection
system.
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1.3 Software Description

Archiware Pure is a software for protecting virtual machines by backing up the content of their
virtual disks and allowing their easy recovery. Data is saved to a separate storage, preferably
independent of the virtualization system, in order to increase the overall security and level of
protection. Archiware Pure can be deployed as a virtual appliance, running within the virtualization
system being protected, it can be installed as a standalone software package on one of the
supported Linux platforms or it can be installed on one of the supported NAS devices using the
corresponding app marketplace. Regardless of the installation type, Archiware Pure is designed to
be replaceable at any time. In case of a failure within the virtualization system, a new Archiware
Pure instance can simply be downloaded and deployed. After importing the existing backup
storage, previously protected virtual machines can easily be restored and work can be seamlessly
continued.
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1.4 Software Licensing

By default, Archiware Pure is installed with a fully functional, 30-day trial license. At the end of the
trial period, a license needs to be applied.

A free license offers full protection of your vSphere environment, without any limitations to the
number of protected virtual machines, ESXi hosts or the total amount of backup data saved. It also
grants access to all future Archiware Pure updates.

Buying an Archiware Pure Support Package will grant you access to our technical support. For
details, please visit our webpage.
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1.5 Registration

You can register your copy of Archiware Pure by navigating to the System Settings > Software
menu, entering your Archiware Portal login credentials and applying the corresponding license.

Alternatively, you can register a license on Archiware’s web site. Upon correctly completing the
form, you will receive an activation code. You have to create a license and enter this activation
code to enable the functionality that it provides.

You may find further information regarding licensing in section 5.4.2 Software Settings.
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1.6 Technical Support

Contact information, software updates, technical documentation and information about the current
support programs and options may be found on Archiware’s web site.
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2 Installation

Deployment options

2.1.1. Virtual Appliance

Archiware Pure is delivered as a ready to use virtual appliance and does not require software
installation beyond the deployment of the virtual machine template in your virtualization
environment. For detailed instructions on how to deploy the Archiware Pure virtual appliance,
please see 2.3 Deploying the Virtual Appliance.

2.1.2. Standalone Application

Archiware Pure can also be installed as a standalone application on a virtual or physical server.
The officially supported operating system is Ubuntu Linux 18.04 LTS.

To install a standalone version, please download the current software version from Archiware’s
webpage, unpack it into a folder of your choice and run start.sh script from the same folder. If you
need to change the default Archiware Pure port from 443, you can add the desired port number as
argument to the start script. For example, the following commands would download and install
Archiware Pure version 2.0.0 into a /usr/local/pure/vmsn folder on port 4433:

$ sudo mkdir -p /usr/local/pure/vmsn/temp && cd /usr/local/pure/vmsn/

$ sudo wget
https://s3.eu-central-1.amazonaws.com/pure-distribution/release/vmsn.2.0.0.tgz

$ sudo tar xzf temp/vmsn.2.0.0.tgz -C .

$ sudo ./start.sh 4433

2.1.3. Integrated NAS Application

Archiware Pure is also available as an integrated application on supported NAS systems, such as
Synology, QNAP and NETGEAR. To install Archiware Pure on those systems, simply find it in the
respective app marketplace and click Install.

Alternatively, the latest version of Archiware Pure can always be downloaded from Archiware’s web
site and manually installed according to the instructions outlined in the respective NAS system user
manual. For detailed instructions on how to install Pure on some of the NAS platforms, please see
2.5 Deploying an Integrated NAS Application.
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2.2 System Requirements

2.2.1. Hardware Specification

* VMware vSphere 6.0 or later, any non-free edition’
* VMware ESXi 6.0 Express Patch 4 (build number 3247720, 2015-11-25) or later
» vCenter Server 6.0 or later (optional)
* CPU: x86-64 processor
*  Memory: 2 GB RAM
» Disk space (not including separate disk space used for the backup repository):
o virtual appliance: 6 GB
o standalone application: 1 GB
o Integrated NAS application: 1 GB
* Supported NAS versions:
o Synology DSM 6.0+ (Intel x86 64-bit)
o QNAP QTS 4.3.0+ (Intel x86 64-bit)
o NETGEAR ReadyNAS OS 6.9.1+ (Intel x86 64-bit)

The above are the minimum supported system requirements. Provisioning more processor power
and memory to the Archiware Pure's virtual appliance will help increase performance when
performing multiple parallel backups.

2.2.2. Supported Cloud Services

Archiware Pure optionally supports cloning of the backup repository to a cloud based object
storage. Supported cloud services are:

« Amazon S3

*  Wasabi S3

* Generic S3

« Backblaze B2

¢ Microsoft Azure

2.2.3. Other Deployment Considerations

Archiware Pure protects all types and versions of virtual machines supported by VMware. Because
backup operations leverage VM snapshots and virtual disk hot-adding, virtual disks not supported
by these mechanisms are automatically skipped from backup.?

In order for Archiware Pure to be able to backup a virtual machine, it needs access to its virtual
disks. Disk access can be achieved either directly or over a network connection. Direct access
requires that Archiware Pure be deployed as a Virtual Appliance and that the ESXi host managing
Archiware Pure has access to the VMware datastore where the virtual machines to be protected
reside.

For the virtual disks that reside on inaccessible datastores or in case that Archiware Pure is not
deployed as a Virtual Appliance, backups will use network transfer instead.

1 This limitation is imposed by VMware as necessary vSphere APlIs are disabled in free ESXi
2 VMware does not support snapshots of raw disks, RDM physical mode disks, independent disks, PCI vSphere Direct
Path I/O devices, disks configured for bus sharing or disks that use an iSCSI initiator in the guest operating system.
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2.3 Deploying the Virtual Appliance

The Archiware Pure Virtual Appliance is preconfigured to meet the minimum hardware
requirements for the CPU and RAM. However, disks to be used for the Backup Repository are not
pre-configured and need to be configured after deploying the appliance.

To deploy the Virtual Appliance using the VMware vSphere Web Client, follow the steps illustrated
below. For deployment through a vCenter server or on a standalone ESXi version 6.5 host, please
follow the official VMware instructions for OVF and OVA Templates®. For standalone ESXi version
6.0 hosts, please follow the instructions for deployment using the vSphere Client (please note that
VMWare is phasing out the vSphere Client and as a result the latest instructions are for vSphere
5.0)*

1. Log in to the VMware ESXi web GUI, right click on the Host and select the Create/Register
VM option from the context menu.

vmware ESXi” r00t@192.168.234.218 ~ | Help + |
[“E‘ Navigator =] } [F] localhost.archiware.com
B Host
Trs @ Host with vCenter Server | ¥ Create/Register VM | Shutdown [B Reboot | (& Refresh | ¥ Actions
Manitor (5} Manage with vGenter Server localhost.archiware.com =21} FREE: 13.6 GHz
§ Version 6.5.0 (Build 4564108 - 5%
[ Disconnect from vGenter Server @ ) USED: 779 MHz CAPACITY: 14,4 GHz
E;‘ Virtual Mac State: Normal (connected to vCenter Server at 192.168.2...
= Uptime: 4377 days MEMORY FREE: 56.82 GB
£ storage @ Create/Register VM - 11%
tworki USED: 7.08 GB CAPAGITY: 63.9 GB
Q Ne ng Shut down Create or register a VM on this host
" STORAGE FREE: 3.26 TH
[B; Reboot 1%
USED: 7.92 TB CAPAGITY: 11.18 TB
i Services
E_ Enter maintenance mode

bst Is being managed by vCenter Server. Actions may be performed automatically by vCenter Server without your knowledge.
[, Lockdown mode etions

&, Permissions

{3 Generate support bundle , Supermicro
Model X10DRW
» | cru 6 CPUs x Intel{R} Xeon(R} CPU E5-2620 v3 @ 2.40GHz
Wl Memory 63.9 GB
+ (g Virtual flash 0 B used, 0 B capacity
~ ) Networking
Recent tasks

hitps://192.168.234.218/nost

3 https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.vm admin.doc/GUID-
AFEDC48B-C96F-4088-9C1F-4F0A30E965DE.html

4 https://pubs.vmware.com/vsphere-50/index.jsp#com.vmware.vsphere.vm admin.doc_ 50/GUID-
AFEDC48B-C96F-4088-9C1F-4F0A30E965DE. html
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2. Select the Deploy a virtual machine from an OVF or OVA file option and click Next.

1 New virtual machine

vEEEIZEXTNEE  Select creation type
2 Select OVF and VMDK files
3 Select storage
4 License ag|

How would you like to create a Virtual Machine?

This option guides you through the process of creating a
virtual machine from an OVF and VMK files.

Greate a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

Finish Cancal

3. Enter a name for your Archiware Pure virtual appliance. Click in the central area and select
the previously downloaded Archiware Pure template files. If you downloaded the appliance
as a single zip archive, please extract the content first. Be sure to select all the included
files (ArchiwarePure.x.y.z.ovf, ArchiwarePure.x.y.z.mf, ArchiwarePure.x.y.z-disk1.vmdk).
Click Next to continue. Note: the ArchiwarePure.x.y.z.mf file will not be shown in the ESXi
web GUI.

51 New virtual machine - ArchiwarePure

¥ 1 Select creation type Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements
5 Deployment optig

Enter a name for the virtual machine.

| ArchiwarePure

Virtual machine names can contain up to B0 characters and they must be unique within each ESXi instance.

x (@ ArchiwarePure.0.9.14.ovf
X __ ArchiwarePure.0.9.14-disk1.vmdk

Finish
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4. Select the datastore in which to store the Archiware Pure virtual appliance's configuration
and disk files and click Next.

1 New virtual machine - ArchiwarePure

+ 1 Select creation type Select storage
+ 2 Select OVF and VMDK files Select the datastore In which to Store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore
for the virtual machine configuration files and all of the virtual disks.

Name ~  Capacity ~ Free ~ Type ~ Thinpro...~ Access ~
NAS1-Prod 450.48 GB VMFS5 Supported Single
NAS1-Prod2 14778 VMFS5 Supported Single
SAN1-LUNO 135TB VMFS5 Supported Single

3 items

Finish

5. Choose the VM Network to which the appliance will be assigned as well as the disk
provisioning type. The Archiware Pure appliance comes with a thin disk with 6GB of
provisioned size. Because this disk is not vital for performance, it can be deployed as thin in
order to save storage space. Click Next to proceed.

#71 New virtual machine - ArchiwarePure

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage

5 Ready to comple BT mE D VM Network VM Network

Disk provisioning © Thin ) Thick

Back H Next Finish
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6. Review your settings and click Finish to start the deployment process.

%1 New virtual machine - ArchiwarePure

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

Product PureSourceOfRelease

VM Name ArchiwarePure

Disks ArchiwarePure.0.9.14-disk1.vmdk

Datastore NAS1-Prod

Provisioning type Thin

Network mappings VM Network: VM Network

Guest OS Name Wed Aug 01 2001 00:00:00 GMT+0200 (CEST)

£ \'z Do not refresh your browser while this VM is being deployed.

Finish H Cancel

Archiware Pure User Manual 13/54



E

2.3.1. Configuring Storage for the Virtual Appliance

Before Archiware Pure can be used for virtual machine backups, it is necessary to configure at
least one storage location as the Backup Repository where the backup data of the protected virtual
machines will be saved. Archiware Pure supports any storage option as long as the corresponding
mount point is accessible from Virtual Appliance's OS, is formatted with one of the file systems
supported by Ubuntu Linux and Archiware Pure has write access to it.

Although Archiware Pure supports all storage options supported by VMware, even configuring
storage as a virtual disk residing on the same datastore where the VMs to be protected are
deployed, we strongly suggest using a dedicated external storage for the added security. For best
performance, we recommend configuring a SAN LUN in raw device mapping mode.

Due to VMware limitations, if the Backup Repository is configured as a VMware virtual disk
attached to Archiware Pure's Virtual Appliance, RDM disks must be configured on the SCSI
controller 0 so as not to interfere with Archiware Pure operations. When adding new virtual disks
through the VMware GUI, controller 0 is selected by default. It is possible to configure up to 14
virtual disks as Backup Repositories.

Please consult the official VMware instructions on adding hard disks to a virtual machine.®

5 https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.vm admin.doc/GUID-
79116E5D-22B3-4E84-86DF-49A8D16E7AF2.html
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2.3.2. Configuring the Virtual Appliance
Configuring the Access Password

For security reasons, the Archiware Pure appliance does not have a preconfigured default
password and does not accept external SSH connections until manually enabled.

After a successful deployment (and powering on the VM) it is necessary to configure the Archiware
Pure appliance using its console menu, accessing it through the VMware GUI®. On first access, a
new password configuration prompt is shown. This password will be used as the root password for
the Virtual Appliance and also as the login password for the Archiware Pure web GUI. Please enter
the desired password and confirm it by re-typing it again when prompted.

Flease enter the new password:

1

<Dl <Cancels>

6 Right-click the Archiware Pure VM in the VMware inventory and select Open Console option from the on-screen
menu.
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After successfully configuring the password, the console menu is shown. It presents basic
information about the appliance's version as well as the web address through which the Archiware
Pure GUI can be accessed.

Using the Console Menu

Note: When accessing the Archiware Pure GUI, make sure to enter the complete URL, including
the https:/ part. Http access is disabled for security reasons.

Helcome to ARCHIWARE FPURE Serwver Appliance

PURE * ion: 2.0.0
0S Appliance: GNU/Linux 4.15.0-47-generic

To mana ppliance please browse to:

ur a
nttp '192.168.234.137:443

shut down Puﬁe WM
%) Exit to shell

Enter a number:

Through the console menu, you can perform the following actions:
1) Reset Password — Sets the new password for the appliance and for the GUI.

2) Configure Network — This option opens the Linux NetworkManager tool to allow configuring the
appliance's network settings.

3) Date and Time Properties — Allows changing Date, Time and Timezone.

4) Start SSH Server — For security reasons, SSH access to the appliance is disabled by default.
This option temporarily enables SSH access to the appliance and is automatically switched off
when the appliance is rebooted.

5) Stop SSH Server — Immediately disable SSH access to the appliance.
p) Restart Archiware Pure — Restarts Archiware Pure without rebooting the appliance.
r) Reboot Pure VM — Restarts the whole Archiware Pure virtual machine.
s) Shut down Pure VM — Powers off the Archiware Pure virtual machine.

x) Exit to shell — Exits the console menu into a Linux shell. To open the console menu again, run
the console script again by executing the following command:

/usr/local/pure/vmsn/vmsn_console.sh
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2.4 Deploying a Standalone Application

Archiware Pure can also be installed as a standalone application on a virtual or physical server.
The officially supported operating system is Ubuntu Linux 18.04 LTS.

To install a standalone version, please download the current software version from Archiware’s
webpage, unpack it into a folder of your choice and run the start.sh script from the same folder. If
you need to change the default Archiware Pure port from 443, you can add the desired port
number as argument to the start script. For example, the following commands would download
and install Archiware Pure version 2.0.0 into the /usr/local/pure/vmsn folder on port 4433:

$ sudo mkdir -p /usr/local/pure/vmsn/temp && cd /usr/local/pure/vmsn/

$ sudo wget
https://s3.eu-central-1.amazonaws.com/pure-distribution/release/vmsn.2.0.0.tgz

$ sudo tar xzf temp/vmsn.2.0.0.tgz -C .

$ sudo ./start.sh 4433
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2.5 Deploying an Integrated NAS Application

The easiest way to deploy Archiware Pure on one of the supported NAS hardware devices is to
install it directly from each vendor's respective app marketplace. However, if the latest Archiware
Pure version is not available or if you prefer a manual installation, you can always download the
latest software package for your NAS platform from Archiware's website and follow the manual
installation steps.

Note: Archiware Pure requires a 64-bit x86 compatible processor. Devices not meeting these
requirements are not supported.

2.5.1. Deploying on Synology Devices

1. Log on to your Synology NAS system web interface and open the Package Center

161.53.64.42

o

u |2

a Package Center T — O X

< > c D search Manual Install Settings

1 Installed o

&8 Al Packages

Share files in Office with flexible permission

settings
Share mailboxes in MailPlus with team members
Organize your daily to-do tasks in Calendar

Collaboration Suite
Invite external users to join discussions in Chat
-
-
)

+% Al Packages w || Sort by name -

Synology

Active Backup for ‘\ Active Backup for Active Backup for
Business t‘ G Suite Office 365
Backup, Business g Backup Backup

Install

Install Install
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2. Select the Manual Install option, press Browse and navigate to the folder containing the
downloaded Archiware Pure Synology package file. Select the .spk file and start the
installation process by pressing Next.

< im| 161.53.64.42

o
=
=]

T‘

Package Center

Manual Install x [UInstall || Settings

i Installed
Upload a package

Please select a file.
== All Packages

File: ArchiwarePure-x86-2.0.0.spk Browse

tive Backup for

m Cancel fice 365

Ckup

Install Install

3. Carefully read and accept the license agreement by clicking Next.

o

< Em} 161.63.64.42

= Package Center P — O X

3l Install Settings

Archiware Pure - Update x

! Installed
License Agreement

Please read the following license agreement before continuing.
== All Packages = & 2

LICENSE AGREEMENT

Object:
Archiware Pure - hereinafter called "SOFTWARE PRODUCT"
Between:
Archiware GmbH, Sonnenstr. 27, 80331 Munich,
hereinafter called "ARCHIWARE"
and:

Licensee (end-user, either individual or a single entity)

" 1 accept the terms of the license agreement.

tive Backup for

Back m Cancel fice 365

~— r ——— > —_— kup

Install Install
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4. Confirm the application settings and start the installation by clicking Apply.

< im| 161.53.64.42 ¢

3 Package Center P - B X

Q
ko)

3l Install Settings

Archiware Pure - Update x

1 Installed
Confirm settings

All Packages The wizard will apply the following settings and start updating the package.

Item Value

Package name Archiware Pure

Newest version 2.0.0

Developer Archiware GmbH

Publisher Archiware GmbH

Description Archiware Pure is a powerful and lean solution for VMWare

backup. Incremental backups are performed using Changed-Block-

Tracking (CBT) to optimize speed and minimize data transfer.

Enmbira UM rinala VMOVe nr cimnbhe minals flas san ineeanths ha

tive Backup for

Back Apply Cancel fice 365

Ckup

Install Install

5. After the installation is finished, Archiware Pure is shown in the list of installed apps.

< ] 16153.64.42 ¢ || &

= Package Center P — O X

< > C || P search Manual Install Settings

L. 1IATU @I I3US | CYGIUNY STEIUN Y 1HEYS LaYS Ul
stalled
-+ Photo Station Newest version: 6.6.11-3459
. 1. Fixed multiple security vulnerabilities (Synology-
on Running 5A-19:01)
mm All Packages _—_= e
_— 2. Fixed an issue where the system might not send
PHP 7.0 Newest version: 7.0.33-0028

Runnin 1. Fixed a vulnerability regarding PHP7.0 (CVE -
“ 2018-19518).

Universal Search Newest version: 1.3.0-0261
. 1. Added function for checking the integrity of index -
Running
database to enhance search accuracy.

2. Enhanced stability of indexing database when

Installed

Archiware Pure Archiware P5 - — File Station
' 2019/03/12 2019/02/18 u 2018/10/12

Installed Installed Open

P L - pappa
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6. Selecting Archiware Pure in the list of the installed apps in Package Center gives you an
overview of the app's status and its description. Here you can find options to start and stop
Archiware Pure.

Note: If Archiware Pure is stopped before the Synology device is restarted, Archiware
Pure will not be configured to automatically start on system boot.

161.53.64.42 <

EREFEY XY=

2 Package Center 7 — @A X

< > C || O search Manual Install Settings

¥ Installed o Archiware Pure
Running
== All Packages
' Stop =

Description

Archiware Pure is a powerful and lean solution for VMWare backup. Incremental backups are performed using Changed
Block-Tracking (CBT) to optimize speed and minimize data transfer. Entire VMs, single VMDKs or simply single files can
instantly be recovered from any backup cycle. Maximum data integrity is ensured through daily backup verifications. Backup
execution is fully automated. Flexible scheduling is enabled using backup windows. The round-robin method of rotating
backup and verify jobs is intelligently designed. It ensures that even fully-scheduled backup windows allow time for
verification of all completed backup jobs at regular intervals. The browser-based user interface allows Pure to be used on
any platform or device.

Other Information

Developer Publisher
Archiware GmbH Archiware GmbH
Installed version Installed volume
2.0.0 Volume 1

Newest version
2.0.0
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2.5.2. Deploying on QNAP Devices

1. Log on to your QNAP NAS device web interface and open AppCenter. Select the Install
Manually option in the top right-hand-sides corner.

< 161.53.64.43 <&

App Center

EJ AppCenter

B~ 1 - | & Volumeinfo

E QNAP Store (Update:4 | Installed:9) Install Updates: m
All Apps Update:4 A~
ats ntials
D @?
Beta Lab ALk Y

Partners

A Helpdesk 1.2.3 License Center NAKIVO QTS SSL

Utilities 1.1.1.1 Backup & Certificate
Utilities Backup/ Sync Utilities

Content Management
Installed:9

Communications

Developer Tools
® < E ] @
Entertainment

Surveillance Archiware P5 Container Entware-std Network & Notification Qboost 1.2.0
5.6.3 Station 1.00 Virtual Switch Center Utilities
Utilities Backup/ Sync Utilities Utilities Utilities

emestiomsion e

Security

dp Fa@l«2EBRD R

2. Select Browse and navigate to the folder containing the downloaded Archiware Pure QNAP
package file. Select the .qpkg file and start the installation process by pressing Install.

< 161.53.64.43

I

admin =

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Mote: QNAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo NAS open to attack. QNAP will not be held responsible for damage, loss or harm
caused by unauthorized apps.

ArchiwarePure_2.0.0_x86_64.qpkg Browse.. || Install

Archiware Pure User Manual 22/54



3. Select Ok to proceed with the installation.

< i} 161.53.64.43 ¢ ju I =

admin v

0 Are you sure you want to install this software

package?

4. Select Ok to finish the installation process.

< 0 161.53.64.43 & | @ g

Archiware Pure has been added to the Main
Menu.

admin =

(D The App has been installed and is ready to use.
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5. Archiware Pure is shown in the list of installed applications. From there it can be opened,
started, stopped or uninstalled.
Note: If Archiware Pure is stopped before the QNAP device is restarted, Archiware Pure
will not be configured to automatically start on system boot.

< 161.53.64.43

I

RO E admin »

1 = | & Volume info

9 QNAP Store (Update:4 | Installed:10) Install Updates m
Update:4 ~

QTS Essentials

—— a9 U
Beta Lab ALl v

Partners

Helpdesk 1.2.3 License Center NAKIVO QTS SSL
Utilities 1.1.1. Backup & Certificate
Utilities Backup/ Sync Utilities

Installed:10

a
-]
[

Content Management

Communications

Developer Tools g
Download @ r R E f
Entertainment

Surveillance Archiware P5 Archiware Pure Container Entware-std Network & Notification
5.6.3 2.0.0 Station 1.00 Virtual Switch Center
Backup/ Sync Backup/ Sync Utilities Utilities Utilities

Security

Utilities

dB» Fa@|e>E
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2.5.3. Deploying on ReadyNAS Devices

1. Log on to your ReadyNAS device's web interface and open the Apps menu. Select Upload

in the top right-hand-side corner.

< im| 161.53.64.44

NETGEAR’ ReadyNAS'

Admin Page

@
Welcome admin g4 ¥ d) v

scs s |t || o b || al

Q

[ V] 1 $ [

Filter by name [ 1]
Installed Apps ~ Available Apps Reverse Upload Refresh

Archiware P5 Automatic for
Developer: Archiware Gmbh. Bittorrent
Version Installed: 5.6.3-1 Developer: Poussin

Version Installed: 1.1.1

ON
OFF
Archiwares P5 Software Suite is a platform-
agnostic data management software for
= ehiving, backun and cloning. The browser Please modify automatic.conf in autamatic
Launch Launch share.

More Info

Remove
Remove

Logitech Media Server
NT

Developer: NAStools
Version Installed: 7.9.0.b7dfc80-nt1

JJd

OFF

Streaming Audio Server

Plex Media Server

Developer: Plex, Inc.
Version Installed: 1.11.3.4803-c40...

ON

Plex organizes all of your personal media so
you can easily access and enjoy it.

2. Select Browse and navigate to the folder containing the downloaded Archiware Pure
ReadyNAS package. Choose the .deb file and start the installation process by pressing

Upload.

< im| 161.53.64.44

NETGEAR’' ReadyNAS’

Admin Page

+

< t )

Welcome admin g8 ¥ (l) v

R R Q

Q

b

By [<}
<[]

Archiware P5
Developer: Archiware GmbH
Version Installed: 5.6.3-1 Install Application

ON

Archiwares P5 Software Suite is
agnostic data management softy
Launch

More Info

Remove

Logitech Media Server
NT

Developer: NAStools
Version Installed: 7.9.0.b7dfcBO-nt1

Jo)

OFF

Streaming Audio Server

1 t B

>
]

P——7 =\

archiware-pure_2.0.0-1.deb

g
-7
everse Upload fre

Automatic for

Browse

lutomatic
Upload Cancel

Plex Media Server

Developer: Plex, Inc.
Version Installed: 1.11.3.4803-c40...

ON
Plex organi f your personal media so
yOU can eas s5 and enjoy it.
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ece < > M@

3. Wait for the installation to finish.

161.53.64.44

— < S
NETGEAR' ReadyNAS' - .

Admin Page Welcome admin ..‘ v (!) N

[ T Ty L s | | o || a

1] I
Q LA
Installed Apps Reverse Upload Refresh

Archiware P5

Developer: Archiware Gmbh.
Version Installed: 5.6.3-1

Automatic for

Installing archiware-pure_2.0.0-1.deb...

ON

This process might take a few minutes. Please wait.

ftware Suite is a pl{
gement softwarg

Installing packages...

f in automatic

Launch

Installing archiware-pure

More Info

Remove i
0K

Logitech Media Server

NT
Developer: NAStools
Version Installed: 7.9.0.b7dfc80-nt1

OFF

Plex Media Server

Developer: Plex, Inc.
Version Installed: 1.11.3.4803-c40...

ON

Plex organizes all of your personal media so

you can easily access and enjoy it
Streaming Audio Server

4. Archiware Pure is shown in the list of installed applications. From there it can be opened,
started, stopped or uninstalled.
Note: If Archiware Pure is stopped before the ReadyNAS device is restarted, Archiware
Pure will not be configured to automatically start on system boot.

< im]

NETGEAR’' ReadyNAS®

Admin Page

o Application archiware-pure is installed successfully.

Filter by name q

Archiware P5

Developer: Archiware Gmbh.
Version Installed: 5.6.3-1

ON

More Info

Remove

Automatic for
Bittorrent

Developer: Poussin
Version Installed: 1.1.1

OFF

Archiwares P5 Software Suite is a platform-
agnostic data management software for
= archiving, backup and cloning. The browser-

161.53.64.44 (v] h o

WU

' [
Welcome admin g8 ¥ d) v

[en T o |t o e | oo marn || al

[ 1] 1. $ o
[ ] -
installed Apps ~ Available Apps Reverse  Upload  Refresh

Archiware Pure

Developer: Archiware

Version Installed: 2.0.0-1
ON

Archiware Pure is a powerful and lean

solution for VMWare backup. Incremental

backups are performed using Changed
Launch

More Info

Remove

Logitech Media Server
NT

Developer: NAStools
Version Installed: 7.9.0.b7dfc80-nt1

Jja

OFF
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3 Accessing the Archiware Pure Web GUI

The Archiware Pure web GUI can be accessed by navigating to the URL indicated in the
Appliance’s console (“https://<Appliance IP address>:<port>"). For standalone installations, this
URL corresponds to the IP address assigned to the host machine, followed by the port number
configured when starting Archiware Pure.

Please find the default port numbers in the following table.

Deployment type Port number
Virtual Appliance 443
Standalone Linux application 443
Synology 20500

QNAP 8060
ReadyNAS 8250

Please make sure to include the “https://” part of the address.

000 < im] 192.168.234.137 & i o

a rPure

Archiware Pure 2.0.0
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3.1 Initial Setup Wizard

When starting the GUI for the first time, the Initial Setup Wizard will guide you through the initial
configuration. The Wizard will allow you to review the End User License Agreement, enter the
license key, configure a backup repository and add an infrastructure server to the configuration.

192.168.234.137 & Ul l=l

= @ 09.May11:52 (# Logout

# INITIAL SETUP

Welcome to the Archiware Pure initial Setup wizard.

This wizard will help you to quickly configure the Archiware Pure backup appliance to protect your data.
Once completed, you can use this Web Interface for additional configuration and to restore data,

This wizard guides you through the following steps:

1. Read and accept the End User License Agreement
2. Configure a backup repository
3. Add an infrastructure server

Next »
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3.1.1. License Agreement

Please carefully read and accept the End User License Agreement.

192.168.234.137

@ 09.Mmay 11:52

#& INITIAL SETUP
1. License Agreement

Read and accept the End User License Agreement to continue.

END-USER LICENSE AGREEMENT (EULA) for No-Charge Software
IMPORTANT: READ CAREFULLY BEFORE INSTALLING AND SETTING THIS SOFTWARE TO USE:

ARCHIWARE PURE SOFTWARE IS LIGENSED, NOT SOLD. USE OF THIS SOFTWARE IS SUBJECT
TO LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE AGREEMENT BEFORE USING
THE SOFTWARE. USE OF SOFTWARE INDICATES COMPLETE AND UNCONDITIONAL
ACCEPTANGCE OF THE TERMS AND CONDITIONS SET FORTH IN THIS AGREEMENT. ANY
ADDITIONAL OR DIFFERENT PURCHASE ORDER TERMS AND CONDITIONS SHALL NOT APPLY.

Clicking “accept” or installing and/or using the Software (defined below) establishes a binding
agreement between ARCHIWARE GmbH and you as the person or entity licensing the Software
(“Customer”); provided that if you are accepting this Agreement on behalf of a legal entity, you
represent that you have the authority to bind such entity to this Agreement, in which case the term
“Customer* refers to such entity. IF YOU DO NOT HAVE SUCH AUTHORITY OR IF YOU DO NOT
ACCEPT ALL OF THE TERMS OF THIS AGREEMENT, IMMEDIATELY RETURN, OR IF RECEIVED
ELECTRONICALLY, CERTIFY DESTRUCTION OF SOFTWARE AND ALL ACCOMPANYING ITEMS.

@ Yes, | accept the terms of the license agreement.

O No, | do not accept the terms of the license agreement

« Previous Next »

3.1.2. Licensing
Please enter a valid license key or start your 90-day trial.

192.168.234.137

= @ 09.may11:52

#& INITIAL SETUP
2. Licensing
This software is fully functional and can be used for 30 days for testing, before a software license with
registration is required. Archiware Pure is provided free of charge. For commercial use or in production

environments, an Archiware Support Package can be purchased

[ Start the 30 day trial.

« Previous Next »

h| &

(= Logout

a

e

(= Logout

+
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The Backup Repository is the central storage location for the saved data and for the backup
configuration. It consists of at least one mount point and can be extended later on. We highly
recommend using only RAID storage to avoid data loss.

3.1.3. Backup Repository

Archiware Pure supports all filesystem types supported by the host OS and accessible from the
host machine, including network shares.

Please select the path where you would like to store the Backup Repository.

0@ < inl 192.168.234.137 & Ul =l

@ 09.Apr11:09 (# Logout

# INITIAL SETUP
3. Backup Repository
The backup repository is the central storage location for the saved data and for the backup
configuration. It consists of at least one drive and can be extended later on. We highly recommend to

use only RAID storage to avoid data loss

Please enter an absolute directory path to a volume with enough space for the default repository.

Mvoll/backup

Note: Additional volumes can be added at a later time using the Repository configuration option

« Previous Add Repository »
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3.1.4. Infrastructure Server
Please configure the connection parameters for your virtual infrastructure.

Archiware Pure can protect a single vCenter environment with multiple ESXi servers. Adding a
vCenter server as an Infrastructure server will allow Archiware Pure to protect all the VMs it
manages. For information on configuring additional vCenter or ESXi hosts, please see 5.3.2
Configuring Infrastructure Servers.

00e < M 192.168.234.137 & il a |

©® 09.Apr11:09 (# Logout

# INITIAL SETUP
4. Infrastructure server

Prior to creating the first backup you need to add your virtual infrastructure to the backup
configuration. You can add your YMware vCenter server or standalone ESXi hosts.

Please enter the IP address or network name and the login credentials of the system administrator.
Host name:
User name:

Password:

Description:

Protocol & Port: hitps - 443

Note: When deployed as a virtual appliance, Archiware Pure is able to use a faster transport
method for backing up virtual machines residing on datastores accessible by the ESXi server
managing the Archiware Pure Virtual Appliance. In order to make use of this advantage, please
make sure to configure the vCenter or ESXi server managing Archiware Pure Virtual Appliance as
one of the Infrastructure servers.

Note: In order to enable the backup of a vCenter virtual appliance, it is necessary to add both the
vCenter server and its managing ESXi host to the list of configured servers. If the ESXi server is
not configured, the vCenter virtual appliance VM will not be shown in the list of virtual machines.
Please see 5.3.2 Configuring Infrastructure Servers on how to add additional infrastructure servers.
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3.1.5. Completing the Initial Setup

After the Initial Setup Wizard has finished, please click Reload to exit the Wizard and reload the
configuration.

1 192.168.234.137 [v] ui} a |
|

= @ o09.Apr11:09 (# Logout

# INITIAL SETUP

The wizard has completed the configuration.

By default, all the virtual machines from a vCenter or ESXi server are automatically added to the default
backup window. This behavior is designed to ensure that all the virtual machines get backed up.

Note: If after reloading the browser your inventory is empty, please verify that the network parameter and
the user credentials specified for the vCenter or ESXi server are correct.

Click “Reload" to exit the wizard and to reload the browser configuration.

Reload »
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4 Backing Up Virtual Machines

Archiware Pure is designed with simplicity and ease of use in mind. It can be configured to
automatically back up and keep all the discovered VMs protected.

008 ¢ jom] & 192.168.234.137 & ha [
= ® 10.Apr11:01 (® Logout
& Virtual Machines #~ Backup Administration
-
m Backup/Verify Backup Disk Usage Basic Advanced Overview
E.? Virtual Machine Backup/Restore Job Progress f—
= Completed Duration Total Lasti...
= VM: OS X 10.11
@ +192.168.234.208
[t & Automatic backup is enabled
@ O 0s X 10.11
Pel Backup Windows:
= © O Kerio-Control ® 10.Apr 00:36 36 min45s 6.1 GB 6.1 GB
=
= 0 LOSX108 EIZho Up: 6.98 GB of 40.61 GB ¢ Frequency Start Period
@
© 0SS X10.6 234.26 [ Run weekly on Sat 00:00 48h
«192.168.234.217 & Run weakly on Mon, Tue, Wed, 00:00 &h
© © Tiny Linux VM ® 10.Apr 00:37 Omin39s 0.0 GB 0.0GB WG
» com.archiware.pure.builder
APT _ubuntu
Tiny Linux VM-1_1_7
Tiny Linux VM-2 + &
Unitrends_test
Ubuntu1s Tags:
w2016 ~ | [appiy
APT _solaris ® 09.Apr 13:44 1min31s 3.6 GB 3.6 GB
©  Synology Play ®10Apro1:14  36min59s  27.7GB  27.7GB Note: Greate new label on enter
Tinw Linie WM-3 .09 Anr 1341 N minNA < nnGR nnGeR
51 VMs 37.38 GB 37.38 GB
O Restore
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4.1 Automatic Backups

Each VM is assigned one or more backup windows — i.e. time slots
when the automatic backup is allowed to be executed, typically
during hours of lower demand on the resources. Each VM will
enter the backup queue at the beginning of its backup window.
Depending on various parameters, including when the last backup
of the VM was done, how many VMs may concurrently be backed
up, and how much load may be imposed on the storage, the VM
may stay in the queue until its turn to actually be backed up arrives
or until the backup window closes. No backup or verify operation
will start outside of the backup window, even if the particular VM
does not get backed up on that occasion. In a properly configured
system with a sufficiently large backup window, all of the VMs
configured to be backed up will be backed up or will alternate,
rotate, and be backed up on consecutive occasions. Once a
backup is started for a specific VM, it will be run to completion,
even if the operation extends outside the allocated window.

E

#~ Backup Administration

Basic Advanced Overview

VM: Windows10x64

() Automatic backup is enabled

Backup Windows:

O
O
4

+

Tags:

Frequency

Run weekly on
Run weekly on
d, Thu, Fri

Run weekly on

Fri, Sun

Start

Sat 00:00

Mon, Tue, We  00:00

Mon, Tue, Thu, 18:00

-

48h

&h

8h

Apply

MNote: Create new label on enter

Archiware Pure comes preconfigured with two default backup windows: one set to last for 6 hours,
starting every midnight Monday to Friday, and the other lasting the whole weekend (48 hours

duration, starting on Saturday 00:00).

Note: Because the very first backup for each VM needs to transfer the entire content of all its
virtual disks, it is possible that not all the VMs will fit inside the default backup window. Subsequent
backups will use Changed Block Tracking information, which significantly decreases the backup

time.

Additional backup windows may be configured by clicking on the “+”icon and selecting the desired

start time and duration. Note that backup windows cannot overlap.
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4.2 Verify

Backup consistency is ensured through an automatic Verify process where the backed up content
is compared, byte by byte, with the actual virtual disk content of the VM. Verifications of the
machines that are queued for backup are automatically queued to be run after all the backups are
completed. The VM that has not been verified for the longest will be verified first. In the course of a
verification, detected mismatches are corrected to render a consistent backup snapshot.

Note: Please ensure a sufficiently large backup window to enable verify to run for all the VMs
scheduled in that window.

4.2.1. Quick verification

Because backup verification compares the entire virtual disk byte by byte, the process can take a
long time to complete for very large or over-provisioned virtual disks. By enabling the Quick
verification feature, Pure will skip unallocated disk areas and only perform backup verification of
the allocated disk blocks, as reported by the ESXi host.

Quick verification is a property of a Backup window and is either enabled or disabled for all of the
corresponding virtual machines. This allows for configurations where some of the backups use
Quick verification feature to greatly decrease backup time and resource usage while still allowing
for a thorough verification in a separate Backup window to be scheduled at the time of greater
resource availability.

Warning: Quick verification limits the verification process only to the allocated disk areas. The list
of allocated disk areas is obtained from the VMware ESXi host and cannot be independently
verified by Archiware Pure. External bugs or errors affecting the correct reporting of allocated disk
areas may also impact the reliability of backup verification when Quick verification is used.
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4.3 Manual Backup and Verify

Backup and verify operations can also be run

on demand by clicking on the icon left of the ’ ita Virtual Machines
desired VM and selecting the Start Backup -4
Now. o )
% Virtual Machine
= Cor
=
@ = 192.168.234.208
-
ﬁ' = D W AN A
- ~u
o ks otart backup now
=
= v Enable automatic backup
7
[l Delete from repository
L O Tiny Linux VM-2
L O Tiny Linux VM
L O Synology Play
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5 Archiware Pure Web GUI

00® < im] 192.168.234.137 [v] i a |

@ 09.Apr11:35 (# Logout

s Virtual Machines £ 28

Backup/Verify Backup Disk Usage
Virtual Machine Backup/Restore Job Progress
Completed Duration Total Lasti..

+192.168.234.208
0s X101
0S X109

U Kerio-Control

SINA JO IS Byl Jeyid A
uopensILILpY diyorg

0S X 10.6 234.26
«192.168.234.217
Tiny Linux VM-2
Tiny Linux VM
Synology Play
Unitrends_test
APT_solaris
Tiny Linux VM-3
() com.archiware.pure.builder
APT_freebsd
Ubuntu15
w2016

APT uhuinti
46 VMs

‘D Restore

The Archiware Pure web GUI consists of four main views, accessible through a menu located at
the left hand side:

Virtual Machines - this is the central area of interest as it handles backup and restore
administration, shows the list of all discovered VMs with their current statuses and states of the
backup/verify/restore operations

Event Log — this view shows the historical overview of all backup, verify and restore operations.

App Configuration — this section contains settings that manage the most important aspects of
Archiware Pure operation, such as configuration of Backup repositories, Infrastructure servers,
Daily reports and General backup preferences

System Settings — this section contains settings not directly related to backup and restore
operations, such as the configuration of the email server, software updates and licensing.

Another point of interest is the top area, common for all four views, that contains the
collapse/expand sidebar button, the current date and time information and the logout button.
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5.1 Virtual Machines View

The Virtual Machines view shows a list of all the discovered virtual machines, their statuses and
information on their backup/verification times and disk usage.

It consists of:

1. The Central area

2. Acollapsible Backup Administration panel (right)
3. Acollapsible Filter the List of VMs panel (left)
4

A collapsible Restore panel (bottom)

5.1.1. The Central Area

00® < im] 192.168.234.137 [v] o

=

® 10.Apri11:24 (# Logout

& Virtual Machines M &

- e
m Backup/Verify Verify Backup Disk Usage Next Backup Starts Betweel m
= Virtual Machine 2
% Completed Duration Completed Duration Repository Total Last i... Start End ;"l
g [ o 0s X 1011 Mvoll/backup 11.Apr 00:00 11.Apr 06:00 ;
5 © O Kerio-Control ® 10.Apr 00:36 36 mind5s Mvoll/backup 6.1 GB 6.1 GB 11.Apr 00:00 11.Apr 06:00 g‘
S T 0s X108 @ 10.Apr 11:20 24 min09s Hvoll/backup 33.2 GB 33.2 GB 11.Apr 00:00 11.Apr 06:00 g
g T 0S X 10.6 234.26 Nvoll/backup 11.Apr 00:00 11.Apr 06:00 §
~192.166.234.217 S

L @ Tiny Linux VM ® 10.Apr 00:37 0min39s Mvoll/backup 0.0GB 0.0 GB 11.Apr 00:00 11.Apr 06:00

& com.archiware.pure.builder Mvoll/backup 11.Apr 00:00 11.Apr 06:00

APT _ubuntu Mvoll/backup 11.Apr 00:00 11.Apr 06:00

Tiny Linux VM-1_1_7 Mvell/backup 11.Apr 00:00 11.Apr 06:00

Tiny Linux VM-2 Mvoll/backup 11.Apr 00:00 11.Apr 06:00

Unitrends_test fvoll/backup 11.Apr 00:00 11.Apr 06:00

Ubuntu1s Mvoll/backup 11.Apr 00:00 11.Apr 06:00

W2016 fvoll/backup 11.Apr 00:00 11.Apr 06:00

APT_solaris ® 09.Apr 13:44 1min31s Mvoll/backup 3.6 GB 3.6 GB 11.Apr 00:00 11.Apr 06:00

[ Synology Play ® 10.Apr 01:14 36 min59s Mvoll/backup 27.7GB 27.7 GB 11.Apr 00:00 11.Apr 06:00

Tiny Linux VM-3 © 09.Apr 13:41 0min08s 09.Apr 13:41 0 min 08 s /voll/backup 0.0GB 0.0 GB 11.Apr 00:00 11.Apr 06:00

APT frashsarl A hackin 11 Anr D0-NN 11 Anr 0R:NN

51 VMs 70.56 GB 70.56 GB

‘D Restore

The Central view lists all the discovered VMs per host and their status. The list is collapsible per
host and can be searched by VM name (top right corner).

Clicking on More details and Less details buttons toggles between a detailed and a simplified
information view. Detailed information displays backup and verify completion time and duration,
backup disk usage, next backup window information and the progress of the current
backup/verify/restore operation. The simplified information view omits the verify completion time
and duration and the next backup window details.

The refresh button can be found in top right-hand-side corner, it is used to manually force a refresh
of the VM list and information.
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The status of each of the VMs is indicated by three icons — automatic backup enabled/disabled,
VM powered on/off and the result of the latest backup or verify operation.

When a VM is selected, a button (...) appears immediately to the left of the VM status icons. When
clicked, it opens a pop-up menu with the following options:

« Start backup now: to immediately execute backup or verify operation for this VM

* Enable automatic backup: to toggle the automatic backup setting for this VM

* Delete from repository: to delete all of the backup data for this VM from Archiware Pure

repository

5.1.2. Filter the List of VMs

This panel allows narrowing down the displayed list of the VMs using these categories:

T Filter the List of VMs

@ Backup Results

Backup completed
Backup & verify completed
@ Last backup failed

Backup completed with warning
— Backup Status

Backup iz enabled
Backup disabled
Backup running

{3 Restore running
Job pending

VM is offline

W Tags

& Backup Volumes

fvoll/backup

5] Backup Windows

Run weekly on Sat 00:00  4Bh

Run weekly on Mon, Tue, 00:00 6h

Archiware Pure User Manual

Backup Results: the result of the latest backup or verify
operation

Backup Status: based on backup settings and state of
the backup or restore

Tags: can be manually set (one or more) for each VM
(see 5.1.3 Backup Administration for more info);
selecting one or more tags lists only the VMs that have
at least one matching tag assigned

Backup Volumes: filters VMs based on their backup
storage location

Backup Windows: contains a list of all the defined
Backup Windows (see 5.1.3 Backup Administration for
more info)
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5.1.3. Backup Administration

This panel allows configuring the parameters related to the VM backup. It consists of three tabs -

Basic, Advanced and Job Logs.

Basic Tab

Enables/disables automatic backup for this and all the # Backup Administration

selected VMs

Basic Advanced Overview

VM: Windows10x64
Shows a list of all the available backup windows with a

checkbox to enable each for the selected VMs. New
backup windows can be created by clicking the + button,

(] Automatic backup is enabled

Backup Windows:

deleted by clicking the - button and the existing backup Frequency Start
windows can be modified by clicking the pen button. The 1 5., weeky on sat 0000 48h
backup window creation and modification screen also 7 g, eekty on Mon, Tue, we  00:00 &n
controls whether the verify is executed or not. d, Thu, Fri

& Run weekly on Mon, Tue, Thu, 18:00 8h

Note: newly created or modified backup windows
will also become available for all the other VMs. If
after deselecting a backup window, no VM is left
using that particular window, it is automatically +
removed when Pure gets restarted.

Fri, Sun

Note: for Pure to optimally function, backup ™%

windows need to be sufficiently large to allow v | Apply

verify to be started for at least one of the VMs.

Note: The initial backup of a VM will take

Note: Create new label on enter

significantly more time since it needs to back up the whole VM data. Subsequent backups

will be significantly faster, leaving more time for verify.

Note: When a backup window is modified or deleted, the changes are automatically applied

to all VMs that are assigned to it, modifying their schedules accordingly.

Shows the tags assigned to this VM. Tags are an optional field and each VM can have an arbitrary
number of custom tags to enable easier grouping and displaying of similar VMs. To create a new
tag, simply enter the desired text and press Enter to finish. Click on the Apply button to save and

assign defined tags. Tags are deleted by pressing 'x' icon on the right of each tag.
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Advanced Tab

Shows the list of disks that are available for backup and allows
including or excluding of particular disks from backup. Excluding a
non crucial disk from backup will save storage space and backup
time, both for the automatic and for the manual backups. However,
keep in mind that disks that were not included for backup will not
be available for restore.

Note: The list of virtual disks will show only those disks that
are available for backup. Because backup operations
leverage VM snapshots, virtual disks not supported by this
mechanism will be omitted from the list.’

Shows the currently configured value and allows changing of the
backup retention time. This settings determines the number of
backup snapshots that will be retained in the repository before the
space is reused for new backups.

Note: To change the default backup retention time
automatically applied to newly discovered virtual machines,
see 5.3.5 Preferences.

Shows the option to enable or disable cloning of backup
shapshots to a configured cloud storage individually for the
selected VM and optionally allows configuring a number of
additional cloud based backup snapshots to keep.

& Backup Administration Note: To change the default

E

#¢ Backup Administration

Basic Advanced Overview

Selected VM: APT_win7
Virtual disks to backup:

Label Size File

Hard disk1  20.00 GB [NAS1-Prod] APT_wi

n7/APT_win7.vmdk

Hard disk 2 32.00 GB [NAS1-Prod] APT_wi

n7/APT_win7_1.vmdk

52.00 GB

Backup retention time:

Each backup run creates a snapshot. And each
snapshot is a point in time to which a VM can
be restored.

# of local snapshots to keep: = 7
The entire backup can be cloned as a copy on
an object store.
clone to object store:

Additionally, older snapshots can be kept
longer on the object store.

# of remote snapshots to keep:

cloud retention policy applied to newly discovered virtual

Basic Advanced Overview .
machines, see 5.3.5 Preferences.

Started Duration Size . . .
o e - Note: When backup snapshot cloning to an object store is
0.Apr 00:00 min 55 s 252G X )
09 A 0000 59 min50s 140 enabled, all of the local snapshots will be copied to a cloud
0BADrO0:00 96 mind5s 205 GB based storage. The configurable value for the number of
05.APrOD:00 99 min 035 188 GB remote snapshots to keep is in addition to the number of local
O5-AprOO0 - 92min£2s 12668 snapshots that are copied by default.
04.Apr 14:30 94 min 36 s 18.3 GB
04.Apr 00:00 105 min 47 5 44.4 GB

158.07 GB

Last 7 Backups

Overview

44.4 GB
18.3 GB
18.8 GB
20.5 GB
18.4 GB

12.6 GB

25.2 GB

3 3 3 3 3 3 3
LS S SIS L
F F F F F &

possible backup errors.

Allows selecting a backup job from a drop-down menu and viewing
its detailed log information. Job logs contain a step by step rundown
of the backup process and will display such info as job statistics and

7 VMware does not support snapshots of raw disks, RDM physical mode disks, independent disks, PCI vSphere Direct
Path I/O devices, disks configured for bus sharing or disks that use the iSCSI initiator in the guest operating system.
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5.1.4. Restore

All the restore operations are accessible through the Restore panel. Depending on the desired
operation, choose one of the available tabs:

* Restore VM — to restore an entire virtual machine from the backed up data

* Restore File — to select a single file from one of the backed up virtual disks and download it
directly to your workstation

Restore VM

000 < im] 192.168.234.137 &

=
m)}
N

@ 09.Apr13:52 (% Logout

& Virtual Machines B
- Yo
m Backup/Verify Backup Disk Usage m
7 46 VMs 3.58 GB 3.58 GB 5
= =
= c
g h=]
r ‘O Restore Py
z El
=3 Restore VM Restore File g
L — =
5 g
@ 5
The following steps guide you through the process of restoring a virtual machine to a selected point in time: B
1. Choose a virtual machine to be restored: APT_solaris -
2. Select a point in time to restore: 09-Apr-2019 13:42 -
3. Select the diski(s) to restore: (™ Al diskis)
4. Choose the destination host: 192.168.234.217 -
5. Choose the destination resource pool: /Resources -
6. Select the target datastora: NAS1-Prod2 -

7. Change the virtual machine's name: APT_solaris-recovered

Start Restore

The Restore VM operation creates a new virtual machine on the chosen target host, with the same
configuration and virtual disk content as that of the selected backed up VM at the selected point in
time. In order to avoid possible configuration collisions, such as IP configuration, the newly
restored virtual machine is not automatically powered on upon completion.

A restore VM operation can be started from the Restore tab. It consists of 7 steps:

1. Choose a virtual machine to be restored: the VM can be chosen from a drop-down menu or
by selecting the desired VM in the main window.

2. Select a point in time to restore: after a VM is selected, this drop-down menu shows all the
available points in time, i.e. backups from which the VM can be restored.

3. Select the disks to restore: by default, all the disks available at the point in time selected in
step 2 will be restored. If some disks are not required to be restored, the The All disks
checkbox has to be deselected and the desired disks selected from the drop-down menu.
Please note that that menu shows only the disks that were backed-up in step 2 at the
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particular point in time selected. If the desired disk does not appear in the list, a different
point in time must be selected in step 2.

4. Choose the destination host: by default this is automatically set to the original host, but can
be changed to any available host by selecting it from the drop-down menu.

5. Choose the destination resource pool: by default this is automatically set to the original
resource pool, but can be changed to any available resource pool by selecting it from the
drop-down menu.

6. Select the target datastore: by default this is automatically set to the original datastore, but
can be changed to any available datastore by selecting it from the drop-down menu.

7. Change the virtual machine's name: by default this is automatically set to the original name
with an added ‘-recovered’ suffix, but can be changed to any desired name provided that a
VM with the same name does not already exist on the selected host.

After following all these steps, click Start Restore to begin the restore operation. The progress of
the restore can be tracked in the central view (depending on the browser window size, you may
need to colapse the Restore panel first).

Note: Archiware Pure can seamlessly restore virtual machines from cloud based backup
shapshots by automatically downloading the required data files. Such restore operations could
potentially require more time to complete, depending on the network transfer speed.
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Restore File

o0 e < m 192.168.234.137 & il (] +

@ 09.Apr13:52 (# Logout

& Virtual Machines i as

Backup/Verify Backup Disk Usage
46 VMs 3.58 GB 3.58 GB

‘O Restore

Restore VM  Restore File

SWA Jo ST ayy ey A
uopensiuwpy dmjoeg

The following steps guide you through the process
of selecting a single file from a virtual machine at a
point in time and downloading it to your computer: w & Hard disk 1 1.00GB

3. Select a file to download | Modification Date Size

1. Choose a virtual machine: - § extd 1018.72 MB

Tiny Linux VM-3 - » (3 lost+found

) ~ O tee
2. Select a point in time: » O3 boot
09-Apr-2019 13:40 - » (3 ondemand
» [ opticnal
O E firstrun 27-Jan-2013 13:58
4 E mydata.tgz 27-Jan-2013 14:01 254 KB
D E onboot.Ist 17-May-2018 12:40 57 bytes
O H xwhbar.lst 27-Jan-2013 11:29

& Download

Restore File operation allows browsing the content of backed up virtual disks and downloading a
single file or a folder directly to your workstation.

Restoring a file is a straightforward operation: First select the VM that has the required file and
then choose the desired point in time to browse for files.

Only the disks that were part of the backup at that point in time are shown. Expanding each disk
shows its partitions and their sizes. Supported partitions can then be further expanded and
browsed for the desired file to download. When the file or folder is located, mark it and press
download to initiate the download process. The file will be downloaded to the download location
determined by your web browser. If the entire folder is selected, it will be downloaded as a zip
archive

Note: Archiware Pure supports the following file systems for Restore File operations: HFS+, NTFS,
FAT32, ExFAT, UFS2, ext2, ext3, ext4, Btrfs.

Note: LVM managed partitions are supported only if their Volume groups consist of a single
Physical volume. Multi disk volumes are currently not supported.

Note: When Archiware Pure is not deployed from the official Virtual Appliance template, file system
support may be limited by the host operating system. Please consult your OS or NAS device
documentation on how to enable support for the additional file systems.
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5.2 Event Log

192.168.234.137

= Event Log Query Name Tvpe

@ APT solaris Backup

Period:
@ Today
QO Yesterday

@ Tiny Linux V-3 Verify
@ Tiny Linux VM-3

O Tiny Linux VM-3

Backup

Verify
O Past week

start |

09.Apr 13:42
09.Apr 13:41
09.Apr 13:40
09.Apr 13:39

End

09.Apr 13:44
09.Apr13:41
09.Apr 13:40
09.Apr 13:39

th )l T [

© 09.Apr13:46 (® Logout

Size Summary

8.0 GB Operation completed successfully
Operation completed successfully

0.0 GB Operation completed successfully

Verify not possible because no backup
snapshots exist yet.

O Past month
O Overall

Result:

@ Any

O Completed
O Warning
O Error

Type:

© any

O Backup
O Verify
O Restore

Page 1 of 1 50 ¥ | Page size

Q

The Event Log shows the historical overview of all the backup, verify, restore and snapshot upload
operations. Entries can be filtered according to their start time, result and type.

Clicking on the icon that appears immediately to the left of the status icon for each entry will bring
up the detailed view window listing all the steps performed during the selected operation.
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5.3 App Configuration
5.3.1. Configuring the Backup Repository

00 @ < om} 192.168.234.164 © il 7 |

a rPure = @ 09.Jan16:00 @ Logout

8 BACKUP REPOSITORY

Virtual Machines

‘The Archiware Pure backup repository is the central storage location for the saved data and the

Event Log backup configuration. It consists of at least one volume and can be extended later on. We highly
recommend using only RAID storage in order to avoid backup failure.

The primary volume is the default target for storing newly discovered virtual machines. Already saved
virtual machines remain stored on the volume disk.

App Configuration The repository consists of one or more volume. For each volume, a limit on the number of simultaneous
backup jobs can be set.

Repository Volume Path Total Size | Free Size Parallelism | Primary

vol-20201109141949  /vol1/cloudtest 269TB 1.91TB 1 (4

Object store
2.69TB 1.91TB

Reporting

Preferences

& System Settings

Additional backup volumes can be configured by selecting the Repository tab in the left side menu.
By adding additional mount paths to the Volumes list and clicking Apply, that path will be
configured as part of a Backup Repo